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Abstract: To address the heterogeneous cryptographic communication problem in the Internet of vehicles (IoV), an
online/offline heterogeneous signecryption scheme supporting multiple ciphertext equality tests was proposed to
achieve secure communication from a certificateless cryptosystem to a public key infrastructure. The scheme was con-
structed based on elliptic curve cryptosystem (ECC), and the online/offline signcryption mechanism was employed to
reduce the computational overhead on vehicles. A multiple ciphertext equality test was performed in the cloud so that
the receiver only needed to download the duplicate ciphertext once, thereby reducing the receiver’s burden. In terms
of security, the scheme was proven under the random oracle model (ROM) to satisfy non-repudiation and confidential-

ity security. Furthermore, the scheme was formally verified using ProVerif and Scyther tools. The ProVerif results
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show that message confidentiality, identity anonymity, and signature correctness are guaranteed, while the Scyther re-

sults show that no effective attack paths are found. Performance analysis demonstrates that the scheme achieves lower

computational and communication overhead compared with the existing schemes, and the advantages become more

significant with an increasing number of ciphertexts, making it suitable for IoV environments.

Key words: loV, ECC, heterogeneous signcryption, online/offline, multi-ciphertext equality test
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